Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID P207,
P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D110 SharePoint. After
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or
SharePoint Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: D110 - Southeast Account Executive Portfolio Assignments Power Bl
2. HUD DIVISION NAME: Office of Housing: Multifamily Housing
3. CSAM ID: 1095

Section 1: Pll Description Summary (for public Release)
a. The PII is: (Check all that apply)

O From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
O From vendors ] Other (Please specify in the box below)

b. The PILis in a / an: (Check one)
O New HUD Information System
O Existing HUD Information System

O Significantly modified HUD Information System (if selected, [J Existing collection
please describe the modification in the box below)

0 New collection

The PII is coming from the MFH Southeast Region's Account Executive SharePoint site.

c. Describethe purposeof this HUD information system or project, including the types of personal
information collected within the system.
The purpose of this Power Bl dashboard is to make the public aware of current HUD Account Executive portfolio

assignments and provide a list of properties serviced by the HUD's Multifamily Southeast Region. This dashboard
is necessary because it will update every night with the most updated AE assignments, which change frequently.
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d. Why is the PII collected and / or what is the intended use of the PII?

[ Verification [] Data Matching
[] Identification [0] Mission-Related Use 1
[] Authentication [] Administrative Use
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e. Doindividuals have the opportunity to object to the collection of their PI1? MYes CONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Individuals do have the opportunity to object to the collection of their PIl upon employment and when they are
accinned an nfficial email addrecc and telenhnne nimher

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
Federal employees give consent upon employment and when they are assigned an official email address and
telephone number.
0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
[0 Privacy Act Statement L Privacy Advisory LI Not Applicable

Declaration of Federal Employment (Form 306):

The Office of Personnel Management is authorized to request this information under sections 1302, 3301, 3304,
3328, and 8716 of title 5, U. S. Code. Section 1104 of title 5 allows the Office of Personnel Management to
delegate personnel management functions to other Federal agencies. If necessary, and usually in conjunction with
another form or forms, this form may be used in conducting an investigation to determine your suitability or your
ability to hold a security clearance, and it may be disclosed to authorized officials making similar, subsequent
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h. With whom will the Pl be shared through electronic data exchange, both within your HUD Division
and outside your Division? (Checkall that apply)

0 Within the HUD Office/ Division Office of Housing: Multifamily Housing

O Other HUD Office(s) / Division(s) All HUD Offices via HUD.gov website

O Other federal agencies

O State & local agencies

O Contractors (Include name of contractor and
describe the language in the contract that safeguards Pl1 in the box below.)

O Other
i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
[ Individuals [] Databases
O Existing HUD information systems [ Publicly available data if applicable)(e.g., obtained from

[J Other Federal information systems Internet, news feeds, court records)

- D110 Southeast Region's Account Executive SharePoint site.

j. How will theinformation be collected? (Check all that apply & list all Official Forms and Titles if applicable)

[ Encrypted Email O Telephone interview

[[] Face-to-face contact [ Website/ e-form

[ Fax [ Paper

O Information sharing /system-to system [] Other (if selected, enter information in the box )

[ Official form

The SharePoint site is linked through Power Bl gateway connection, through Transact-Structured Query Language 2
(T-SQL) code that is refreshed nightly.
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k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN

information must be consistent.
[JYes[O]No

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No" explain why the SORN is not required.

No SORN is required as information on the Power Bl dashboard is not retrieved by PII or unique identifier, information is
queried by T-SQL by each property’s individual data from iREMS. The Property ID is a single unique identifier
associated with every single HUD-insured or assisted property. The Property ID is pulled from iREMS.

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: NC1-207-78-12-7 HUD Schedule 10 Item #7
(2) If pending, provide the date the SF-115 was submitted to NARA:

(3) Retention instructions:
Temporary Retire at close of fiscal year in which the Secretary ceases to have any liability and/or interest in the project.
Destroy 6 years after the Secretary ceases to have any liability and/or interest in the project.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.

Per HUD Handbook 4350.1 REV-1, Multifamily Asset Management and Project Servicing (Chapter 1, Section 2.1-14.1),
it is within our delegated authority to, “...evaluate all aspects of the management of a project and be able to provide
owners and managing agents help and assistance to assure effective management.” Communicating Account
Executive portfolio assignment information is an integral part of this requirement.

As per the Delegations of Authority for the Office of Housing-Federal Housing Administration (FHA); Redelegations of
Authority Regarding Multifamily Housing Programs, as articulated in the Federal Register (85 FR 76091-76100, Docket
No. FR-6178-D- 02) we are resp0n5|ble for overseemg HUD's multifamily housing portfolio and monitoring field asset
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n. Do&etmslnformatlon System or E-Collectlon have an active and approved Office of

Management and Budget (omB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month

period regardless of form or format.
[JYes[EZ1No[]Pending
If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

Data is not being collected from members of the public.
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